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7.2.1.

Requirements for Software updates

7.2.1.1.

The authenticity and integrity of software updates shall be protected to
reasonably prevent their compromise and reasonably prevent invalid
updates.

pass / fail

7.2.1.2.

Where a vehicle type uses RXSWIN:

7.2.1.2.1.

Each RXSWIN shall be uniquely identifiable. When type approval
relevant software is modified by the vehicle manufacturer, the RXSWIN
shall be updated if it leads to a type approval extension or to a new type
approval.

pass / fail
/" N.A

7.2.1.2.2.

Each RXSWIN shall be easily readable in a standardized way via the use
of an electronic communication interface, at least by the standard
interface (OBD port).

If RXSWINs are not held on the vehicle, the manufacturer shall declare
the software version(s) of the vehicle or single ECUs with the connection
to the relevant type approvals to the Approval Authority. This
declaration shall be updated each time the declared software version(s) is
updated. In this case, the software version(s) shall be easily readable in a
standardized way via the use of an electronic communication interface, at
least by the standard interface (OBD port).

pass  fail
/" N.A

7.2.1.2.3.

The vehicle manufacturer shall protect the RXSWINs and/or software
version(s) on a vehicle against unauthorised modification. At the time of
Type Approval, the means implemented to protect against unauthorized
modification of the RXSWIN and/or software version(s) chosen by the
vehicle manufacturer shall be confidentially provided.

pass  fail
/" N.A




TRIAS 17(2)-R156-01

7.2.2. Additional Requirements for over the air updates
7.2.2.1. The vehicle shall have the following functionality with regards to software
updates:
7.2.2.1.1. |The vehicle manufacturer shall ensure that the vehicle is able to restore | pass , fail
systems to their previous version in case of a failed or interrupted update /" N.A
or that the vehicle can be placed into a safe state after a failed or
interrupted update.
7.2.2.1.2. |The vehicle manufacturer shall ensure that software updates can only be | pass , fail
executed when the vehicle has enough power to complete the update /" N.A
process (including that needed for a possible recovery to the previous
version or for the vehicle to be placed into a safe state).
7.2.2.1.3. |When the execution of an update may affect the safety of the vehicle, the| pass , fail
vehicle manufacturer shall demonstrate how the update will be executed /" N.A
safely. This shall be achieved through technical means that ensures the
vehicle is in a state where the update can be executed safely.
7.2.2.2. The vehicle manufacturer shall demonstrate that the vehicle user is able
to be informed about an update before the update is executed. The
information made available shall contain:
In case of groups of updates with a similar content one information may
cover a group.
(a) The purpose of the update. This could include the criticality of the pass  fail
update and if the update is for recall, safety and/or security purposes; /" N.A
(b) Any changes implemented by the update on vehicle functions; pass  fail
/ N.A
(c) The expected time to complete execution of the update; pass  fail
/ N.A
[C) Any vehicle functionalities which may not be available during the pass  fail
execution of the update; / N.A
(e) Any instructions that may help the vehicle user safely execute the pass  fail
update; /" N.A
7.2.2.3. In the situation where the execution of an update whilst driving may not
be safe, the vehicle manufacturer shall demonstrate how they will:
(a) Ensure the vehicle cannot be driven during the execution of the update; | pass  fail
/ N.A
(b) Ensure that the driver is not able to use any functionality of the vehicle | pass  fail
that would affect the safety of the vehicle or the successful execution of /" N.A
the update.
7.2.2.4. After the execution of an update the vehicle manufacturer shall
demonstrate how the following will be implemented:
(a) The vehicle user is able to be informed of the success (or failure) of the | pass  fail
update; /" N.A
(b) The vehicle user is able to be informed about the changes implemented | pass  fail
and any related updates to the user manual (if applicable). /" N.A
7.2.2.5. The vehicle shall ensure that preconditions have to be met before the pass  fail
software update is executed. /" N.A
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