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7.2.1. For the assessment the Approval Authority or its Technical Service shall verify that the
vehicle manufacturer has a Cyber Security Management System in place and shall verify
its compliance with this Regulation.
7.2.2. The Cyber Security Management System shall cover the following aspects:
7.2.2.1. The vehicle manufacturer shall demonstrate to an Approval Authority or Technical
Service that their Cyber Security Management System applies to the following phases:
(a) Development phase; pass  fail
(b) Production phase; pass / fail
(c) Post—production phase. pass  fail
71.2.2.2. The vehicle manufacturer shall demonstrate that the processes used within their Cyber
Security Management System ensure security is adequately considered, including risks
and mitigations listed in Annex 5. This shall include:
(a) The processes used within the manufacturer’ s organization to manage cyber security; pass  fail
(b) The processes used for the identification of risks to vehicle types. Within these pass / fail
processes, the threats in Annex 5, Part A, and other relevant threats shall be
considered.
(c) The processes used for the assessment, categorization and treatment of the risks pass  fail
identified;
(d) The processes in place to verify that the risks identified are appropriately managed; pass / fail
(e) The processes used for testing the cyber security of a vehicle type; pass / fail
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The processes used for ensuring that the risk assessment is kept current;
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pass  fail

()

The processes used to monitor for, detect and respond to cyber—attacks, cyber threats
and vulnerabilities on vehicle types and the processes used to assess whether the cyber
security measures implemented are still effective in the light of new cyber threats and
vulnerabilities that have been identified;

pass  fail

(h)

The processes used to provide relevant data to support analysis of attempted or
successful cyber—attacks;

pass  fail

7.2.2.3.

The vehicle manufacturer shall demonstrate that the processes used within their Cyber
Security Management System will ensure that, based on categorization referred to in
paragraph 7.2.2.2. (c) and 7.2.2.2. (g), cyber threats and vulnerabilities which require a

response from the vehicle manufacturer shall be mitigated within a reasonable timeframe.

pass  fail

7.2.2.4.

The vehicle manufacturer shall demonstrate that the processes used within their Cyber
Security Management System will ensure that the monitoring referred to in paragraph
7.2.2.2. (g) shall be continual. This shall:

(a)

Include vehicles after first registration in the monitoring;

pass  fail

(b)

Include the capability to analyse and detect cyber threats, vulnerabilities and cyber—
attacks from vehicle data and vehicle logs. This capability shall respect paragraph 1.3.
and the privacy rights of car owners or drivers, particularly with respect to consent.

pass  fail

7.2.2.5.

The vehicle manufacturer shall be required to demonstrate how their Cyber Security
Management System will manage dependencies that may exist with contracted suppliers,
service providers or manufacturer’ s sub—organizations in regards of the requirements of
paragraph 7.2.2.2.

pass  fail
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