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(Restricted to paragraphs 7.2. Requirements for vehicle types)
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7.2.1. Requirements for Software updates
7.2.1.1. The authenticity and integrity of software updates shall be protected to | pass  fail
reasonably prevent their compromise and reasonably prevent invalid
updates.
7.2.1.2. Requirements for RXSWIN:
7.2.1.2.1. |Each RXSWIN shall be uniquely identifiable. When type approval pass  fail
relevant software is modified by the vehicle manufacturer, the RXSWIN /" N.A
shall be updated if it leads to a type approval extension or to a new
type approval.
7.2.1.2.2. |Each RXSWIN shall be easily readable in a standardized way via the use | pass  fail
of an electronic communication interface, at least by the standard /" N.A
interface (OBD port).
[FIRXSWINSs are not held on the vehicle, the manufacturer shall declare
the software version(s) of the vehicle or single ECUs with the
connection to the relevant type approvals to the Approval Authority.
This declaration shall be updated each time the declared software
version(s) is updated. In this case, the software version(s) shall be easily
readable in a standardized way via the use of an electronic
communication interface, at least by the standard interface (OBD port).
7.2.1.2.3. |The vehicle manufacturer shall protect the RXSWINs and/or software pass  fail
version(s) on a vehicle against unauthorised modification. At the time of / N.A
Type Approval, the means implemented to protect against unauthorized
modification of the RXSWIN and/or software version(s) chosen by the
vehicle manufacturer shall be confidentially provided.
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7.2.2. Additional Requirements for over the air updates
7.2.2.1. The vehicle shall have the following functionality with regards to
software updates:

7.2.2.1.1. |The vehicle manufacturer shall ensure that the vehicle is able to restore| pass / fail
systems to their previous version in case of a failed or interrupted /" N.A
update or that the vehicle can be placed into a safe state after a failed
or interrupted update.

7.2.2.1.2. | The vehicle manufacturer shall ensure that software updates can only be| pass / fail
executed when the vehicle has enough power to complete the update /" N.A
process (including that needed for a possible recovery to the previous
version or for the vehicle to be placed into a safe state).

7.2.2.1.3. |When the execution of an update may affect the safety of the vehicle, pass  fail
the vehicle manufacturer shall demonstrate how the update will be /" N.A
executed safely. This shall be achieved through technical means that
ensures the vehicle is in a state where the update can be executed

afaly
7.2.2.2. The vehicle manufacturer shall demonstrate that the vehicle user is able
to be informed about an update before the update is executed. The
information made available shall contain:
In case of groups of updates with a similar content one information may
cover a group.

(a) The purpose of the update. This could include the criticality of the pass / fail
update and if the update is for recall, safety and/or security purposes; /" N.A
(b) Any changes implemented by the update on vehicle functions; pass / fail
/ N.A
(c) The expected time to complete execution of the update; pass / fail
/ N.A
(d) Any vehicle functionalities which may not be available during the pass  fail
execution of the update; /" N.A
(e) Any instructions that may help the vehicle user safely execute the pass  fail
update; /" N.A
7.2.2.3. In the situation where the execution of an update whilst driving may not
be safe, the vehicle manufacturer shall demonstrate how they will:
(a) Ensure the vehicle cannot be driven during the execution of the update;| pass , fail
/" N.A
(b) Ensure that the driver is not able to use any functionality of the vehicle | pass , fail
that would affect the safety of the vehicle or the successful execution of /" N.A
the update.
7.2.2.4. After the execution of an update the vehicle manufacturer shall
demonstrate how the following will be implemented:
(a) The vehicle user is able to be informed of the success (or failure) of the | pass  fail
update; /" N.A
(b) The vehicle user is able to be informed about the changes implemented | pass  fail
and any related updates to the user manual (if applicable). /" N.A
7.2.2.5. The vehicle shall ensure that preconditions have to be met before the pass  fail
software update is executed. / N.A
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Information document
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Make (trade name of manufacturer)
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Type and general commercial description(s)

RIK OB T (R ICED~—F L VRSN TOEEA)

Means of identification of type, if marked on the vehicle

Wk~ —F T DALE
Location of that marking

Bl O TIY—
Category(ies) of vehicle

A1 — /A= —DARE N DL Frds LOFTEH

Name and address of manufacturer/ manufacturer’s representative

KIS THOA MBI OEITEM
Name(s) and Address(es) of assembly plant(s)

REEMOGEHIBIV Fl I X

Photograph(s) and/or drawing(s) of a representative vehicle
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9. ANEVE S )
Software Updates

9.1. Y 5% L R oD — i R

General construction characteristics of the vehicle type

9.2. VIR =T BHE B AT LD EREEDEF
The number of the Certificate of Compliance for Software Update Management System

9.3. T2 UT %R

Security measures.

9.3.1.  HHTIEANLRIFEMINDZLIZ DOV TR LR AT xR0
A U B A
Documents for the vehicle type to be approved describing that the update process will be

performed securely

9.3.2.  HIM]_EORXSWINAARIERWE ASIRES DLW TIHALZ
RGPS 3Rk NI TR R WA E e S e 2
Documents for the vehicle type to be approved describing that the RXSWINs on

a vehicle are protected against unauthorized manipulation

9.4. Over the Air Y7 =7 ##H

Software updates over the air

9.4.1.  HHFTOBANLEIZEMINDZ LT OWTHAL 738 Al k5o Bt Al =
B9 530E
Documents for the vehicle type to be approved describing that the update process

will be performed safely

9.4.2.  FHOFEITRIEFATRICEHICE T2 FHE Hil] = — —ZHHE 52 L2
TE5E

How a vehicle user is able to be informed about an update before and after its execution.
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9.5. RXSWIN gkl &7 7 A
Identification and accessibility of RXSWIN

9.5.1.  RXSWIN DFEAHY HEIZRE D 1F . FI2IXHEMmIZ RXSWIN 23
SN TORWE R OEY 7 27 =Ygy
Information on how to read any RXSWIN, or the relevant software version(s)
in the case where the RXSWIN is not held on the vehicle

9.5.2.  RXSWINIZRHEH T 29 R TOY TRy =T " —Tar DERATREL VAX—) 5
i A S92 5 EOHH
Description of how to access the information from the auditable register of

all software versions relevant to any RXSWIN
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Annex 1 — Appendix 1

V7N =T BB AT LEARAZDET NV
V7N =7 BB E AT AT OEMII T A I —DEARAF
Model of declaration of compliance for Software Update Management System
Manufacturer’s declaration of compliance with the requirements for

Software Update Management System

UN HHI] No. 156 D&EFT ) —XFK =

UN Regulation No. 156 series of amendments number

A= — DL

Manufacturer Name

A—F—DPTA{EH

Manufacturer Address

(A—=J1—D£F) 1%, UN JRH] No. 156 @ 7.1 HIZHESNTZ
V7N =T HHE B AT MBI T AN CE G T AT DI B T a e AR EASN TR,
IOHEFFSNAZ LRI 5,

(Manufacturer Name) attests that the necessary processes to comply

with the requirements for the Software Update Management System laid down in paragraph 7.1

of UN Regulation No. 156 are installed and will be maintained.

BX G . D)
Done at ' (place)
H{

Date

BB DR

Name of the signatory

Fr B DI

Function of the signatory

(A= —DORFANDHBLIOEL)

(Stamp and signature of the manufacturer’s representative)
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